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^b£ nfcBf3e©t» $R*sft l . 

££S*MR£-rsEflttfffi. 

±aa« ^bsnfcBfffioflmt t t>fc_hE«ff mtznrz 

[»*«6] i*#fbsnfci^©*«&«^bTs« 

•^•{b^Stcij^T. 

ie#fbsnfc0r£©tf«££rau 
-»iaiK»*fflv»TB»{b*n&ie^b*-ic:M«-r-5 
«#<b*-*ffl ^Tns^{b$nrcm«®«fs^a^bT 

HS#JH7] BJlfb3nfc-kEBf^b*-©'3-&. B 

*tJ6-ratt^b*-**j«Ts c t *«F»t-rsw*3B 

6 KE*©fitf*{b;£te. 

*^b s *rtw«c <r »±E»?ef9«, mre* b $ nfc±E# 

ffiflW8&tf±IEtt[^b*--*ft^r-Sfc«>0««A»6± 
E«<Hb*-*ft«U 

s&offlrastt^fbr* z. t zm #jg 6 ce« 
©«*Hb#Hs. 

[flwas 9 ] ±E«^b*-*ft^-r*fci&o±E* 

77^-*-. fcL<««fiCDflt^b+-©«$S 
[If 1 0 ] ±Ett^fb=*r— tt. 

±Eai^{b+-**STsfc»o±ffitiia*fflViT, ± 



nTv»ittv»±Eii**tffat3&*-sb»:i»*^ ±tm^- 

ir»TB»ibsnTv»*«ffca:±Ea^ft:*-**«&. ^ 
©&Tfc&«^b*-£ffl^T. ie#<b*nTv»s±Ei* 

t m mt £ tlT l >fc H ±E# £ 8rT S $ T Mt 

oil, «^ftsnfc±Ei&j£fli*£ie^b3nTt>& 

^±E«£fflf«£a*--BcLfc£*, *Oi*©±Et^ 
{b*-****«fc±E«^b*-£?-*E£*««i:-r 

s«*s i o cE*©a^to&i*. 

[f»*J£U2] ±E*WbSttfci?fse©fflf«W:, E* 

jifrKE»snT*o. ■c-©flf^bsnfc0f5Eo«« 
a. ±EE«aE#*»68iiE*man«.;:a:c«tottiea 
n. 

±E«Wb*- fi. JhEESHM* £fc fcLkEEfiHSW* & 

iRiW-rs4r-x±fc±Ei*^b*-KS**-rsx^. r 

* d t S»»t5ll*iS 6 tE«0«^b^j*. 
[ff*JS13] ±El«^b*-«. tf^bSn&BfJE 

£ ££#ifc£T£M*JS 6 ce«o«^ws. 
[B*si4] ±E«refb*-tt, «ism«s. s&tt 

6 i:E«o«fftm 

[W*S15] 0f3tO*a*Bfi£O«P^b*-*fflV» 

TBt#fls-r*«F^b»a^*tiT. 

±EB»fb3nfcl*#fc*-*m>T±EJ^©«««: 

Bg^fbT S Bt^f b^S <fc £ 3 £ £ Si <h T 3 Bf^ 

<tmm. 

[W*fil6] BJB*b£nfc±E«H*fb*-©3-fe. 
B»{bT*£S©*tO©flF^b*-W:. VX^-+-T 
&£CI<h£t«i!!<!:T3§»*iiil 5 KE*©«F^bS«. 

[i»*jgi7] ±EB»fbsnfcWHHb*-£flH>T 
W£««£i«re{bT*>8 2 ©Bire*b*R*s SK^rrs 

C t*«*t-r*»*"H 1 5 KE«©l*#fb*S. 
[W*3S18] «f#^b*n*:BrSE©*«S:«#fb-rs 
tt^<bS«K*SHT. 

nt^b £ nfcw *s«¥a £ . 

-^i6]Bi»*ffl^Tfi»<bsnfci«^fl:*-»:m-r* 

«^b*-*fflu»Tis^b3nfcm^©««s«^b-r 

zm^<t^fk£Z#-?Z>Z\£$ : ftMtT2>'fg.^t$iW. 

[B*«i9] ±E«f#<b*-j=*ns-rs*^b*- 

*ftffi-r*fc«6©*«S:E*-r*tB 1 ©Ettfgi. 

-^Mic ; £:ffl^TVX^-+-75^±EBt^<b+-fC 




f SIS 2 ©fB11^©<h£ £ s U 

ffifgte. BJBft;£ft;fc±EflH»ft;*--©5 5. pgg^k-r 

•5 ££©«^©B&^b*— T&S^X:?— T&S 3. 
i^#i4<i:TSiS5R3»l 8 KE*©***ft;S«. 
[flt$9i 2 0] ±ES«^Rtt, R&^b * ftfcW 36* 

±E£riE*Rtt. «F^£ftT^fc^±E#j£flWR, mf 
a nr ir > a ^**Rtf±E«re{b* - k*hst * 

*^ft;*-S8Hrr*fc*©**a>e>, gfiLfc±f3df 

-r*»*B i 9 tis«o«^ks«. 

[ft 3j»S 2 2 ] ±K£/&¥Ste. ±|BBf ^ft+- K*t 

Ei*#{bSftfc#5£tf8B*8raft;u to*#ftsnfc 

Tlfcif fti*-K»J6TS«#ft;*-£SH£TS £ £ £<Hf 

[ffi^s 2 3 ] ±aa£j5fe¥& tt. $ ft & ±» b# 

E— #filH»*fli HTBIft $ ftT^ s Jfrfc&±E«^ 
<b*-*#*. *©*ffcfttt*ft;*--*ffllrvr, Bf^t 

snT^*±E»jei«B*a^tr*iMP&. at^bs 

ai-STSSTISiJiIU «^fcafnfc±E*Ke««i: 
WHt ft; S ftT H ft H -LEW JEW* t*«HSl/fct*. 
©£#©±E(fi*ft;*-S±E» 2 ©Ett^gkKEtfcS 

■e-*^t*!i*«i:-r*»*«2 2 i:E*ffl«^a6i. 

[HWSS2 4] ±E»1©E1S¥&, ±Ef62©E1t 
±E*B8^a. J3«fctf±E8Mtft*§Mi. l^© 
I C^y^KeBSftT^SCfcSWBfct-SfflfciiJg 

1 9 cE*©ta^bSfi. 

[Ii*JI2 5] ±Ei«^ft;*-K**«i;T*«**ft;*- 
*»«r*fc*©««tt, ^#>ie i ©e*¥»k:e«s 

So 

[M2&52 6] «#ft;««t«toT!j|^fil&EaWt 
«#ft£BK:J:oT«^(i6fcE»«*£*rU 
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<b*-£ffl ^Xftmtts ftfc»3fj£©W*£$ArT«r»* 3 

*-sfflViTi«^ft;aftfc«Me*a*^-et>ar.t* 

#«£-rSiI|3jcJS2 6 £Ett©EftJ£#. 

[g»*«2 8] ±E«F^ft;*-tt. ±EE»JflM*:iC± 
E«H!Kb=1r-tc***-r-&X^. ft^, A*-n-h't>L< 

D ^5 A t L-TTOJ $ ftT ^ -5 3. t 
S26 fcE«S©fBSiK#. 

[0 0 0 1] 

itmm. Efiwjs. a^fts&ss, {K^bssR^Ee^r 

J* K <fc o Tttf «*«E» £ ftjfcEfiHK* K H L . M x. tf . 
5*-f • tlx* • ?V (DVD) fc£©E»li 

-^<S©^iE*fflSI»ih-r**^l:ffliriTfiTia:B«#fti 
Bt^bSM. EftTjffi. *^k*j*. «^{bSg 
RtfEfittSEfrCWT*. 
[0 0 0 2] 

*K±-r*»&. 77h"7:c7-*>x-*£»rJ£©l«^ft; 

T\ DVDtEiZliT-5) irK&L&tK ^7h7-?^ 
^•LT«*&T*J:5CLT«r»*. tit, DVD^v 
h7-^S^L-di«Snfcli|f<b3nfcV7 h7i7 

* tz tt5*- * a-, sijj^w^ $ ftfc ±e«f * m t » 

[0 0 0 3] r.r.T\ ffflmtc. ««©rtf^ft;Rtf«^ft; 
KOliTWWT*. El 1 2 tt, ««©Bt^bR^M^ft; 

^ i o i7?i«#{baft. ns^c (siiBcaiffisft*^ 

*<*|jgSft*. *©«P^XC**S»fi!jK:3lfiS 
ft, S»tfliJfC*lriT. ffl^b^K2^ffl^Tffi^b^n 
•y^ 1 0 2Tt^ft;Sn. ^XM3&^5£Sft*. C©^ 
5(3LT, ¥X* t a0ftl^6SttffliJK:ai6ft*. 
[0 0 0 4] Sfc. I^ti^tb&^f 0»W*) 3&« 
«f^XC€;jSttUT. ^r<D^-XC^mm.ZfuyO 1 0 

[0 0 0 5] t35T. JiiEbfcJ:5ftie#ft;*-*ffl 

t»TBS^ft;S:tf5«^. Bg^ft;^ g*«$ntL 

S5t. 3©Bt^{b+-«. ^IE^ffl©KlhtC^ 

LTti^tCftoTLS 5. ^uT. «F^ft;*-*«/»« 



4# 0-3256 



SftfctSCfi, «H»<b=lf-£S'J©t>©K:H*rU #rfc 
[0 0 0 6] 

tt. «re{b*-*H*rLTt>. JWMWBf^^-TBf^ 
*«*S<01f. *©!IM^b©fc«&K&ffl©l*^flrf l -t># 

[0 0 0 7] Sfc, A— K^xTWKRf^b*— fl^tf) 
[0 0 0 8] *5£WIZ. Z.<D<koUViUiZ&?t-TU-2ft 

[0 0 0 9] 

»<ban&«F^fl;*-sffliiTBf«©w**i«^b-rs 
[ooio] Mf*B4t=aa*oaa**fttt, -^ftmgc 

[0 0 1 1] Bf3R^6KE«Ott^b*fttt. P^{b3 

nfc«w^b*-K*f^*tt^b*-*ffl^T«w<b* 

[0012] m&m 1 5 KE«©«F^<b8tttt. — 

wscsffl n-cBB-fb-rs cittcto p**fb*-sf8£-r 

•So 

[0013] 1 8 iztmo&mt&miz* «F#f b 

F (k) = DES (IV, k) 
(ddT, I Vtt, Initial 

[0 0 2 0] Sfc, — *r&lH»Jcffi3 7^3fUXAtL 

[0021] - block cipher (produ 
c t cipher) %t(DT)lzf 'J XA C 



[0014] §s*3S2 6 KiB«<&ffi««fwa, mmtm 
[0015] ±m*?n<Dm&\zi$^T'b* vsmt^r— 

[0 0 16] 

[»E<0*!iS<0»»] Bill *«M©BS#ft*ffi*a 

(Mas t e r ke y) (K0) ) fC*JLT, l>=btf>5 
— ^iSlBiiSF (one-way Function) £ffl^T, ^OPgB 

(Ver. n) ©PS^b*— K 1 /iW^n^o 
T\ F tt^^to»j>S— ^rpJMStO) lot, f&mtlr—KO 

So 

[0 0 17] — ^JfBlHtl^Cte;, Data Encryption Standa 
rd ( DES, National Bureau of Standards FIPS Public 
at ion 46, 1977) , Fast Encryption Algorithm( FEAL, 
S.Miyaguchi. The FEAL cipher family. Lecture Not 
es in Computer Science, 537(1001), pp627-638. (Adv 
ances in Cryptology - CRYPTO '90)) (D&o&Vgmt 
*5V>fiMessage Digest algorithm (M 
D4, R. L. Rivest. The MD4 message digest algorith 
m. Lecture Notes in Computer Science, 537(1001), 
303-311. (Advances in Cryptology - CRYPTO '90)) 
Secure Hash Standard ( SHS, Secure Hash Standard. 

National Bureau of Standards FIPS Publication 18 
0, 1993) Oct^ft^ 7t-y^< yxX K7J^'J X 
A£flBfflT5 &*5, DES, FEALC 

[0 0 18] DES0>#&. — ^faWSfctDEStODfH 
fete, (1) fc*Tcfc3fcW«a*»*. IP*>, 
[0 0 19] 

Ve c t o rT&DffiK> kttftl) 
• • • (1) 

[0022] block cipher (produc 
t cipher) fcCDTJU^t 'J XAtt, (2) (C 

Tnfcfc^tC, ¥X (Plain text)S.|(k 
e y) £ffl^T, Hff-^fbU Btf-^X (Cipher t 
e x t ) £t#£ e 

[0 0 2 3] 



(5) 
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C = Enc (P, k) 
itz.tz.iy. C«c i p h e r te: 
PIJp lain tex 
k«k e y (SK) ) 

[0 0 2 4] BP*, key»C*tUT, ^Uy^mzh^ 
Ifflhash f unc t i ontJcO. ISDTtS 

[0 0 2 5] ^fC, plain text ^<DB 
c^$l*.££i:5:fT'5 permutat ion box^s 
ubstitution box \zWt.50 > Kal"?". & 
F (k) <==> a k mod p 

[0028] f&to. ±ibs: (3) fc*nT, 12^ K= 
=>j «. rjegy ^iftbxi^. 

[0 0 2 9] BP*, MSfcF (k) S, r a *k*L,fct> 
<O*pT«lt>fcjS»0j iSttS. H (k) 

#"bF (k) «^Bf'5fc*-2>^t^-e^-5^ F (k) 

[0 0 3 0] £©«fc-5K:, — 2fGJH» (F) Sffll»T7 

Ki = F (Ki-1) (tztzL. i = l, 
[0 0 3 2] fc*, ftffin», t»t#A^n5Bl0 
ft (flfcftft) T&3o JEoT, ±aufc±5i:. — 7Jfl] 

ngft (f> *fflt»T«rfcc«F^ft:+-*aa¥-rs;:tf4 

[0 0 3 3] ^CT. *S5«l:i»t5y7H>i7ifc 
fc« MifllCBg-^-fb*— Kn (Ver. 1) £JB^T«$B 

K n fcffl HTflHMbfS £ 
[0 0 3 4] LT, *>U £©»£^-fb*—Kn 

±©P8Ji (Ver. 2) ©Bg^b*— K n - 1 Srffll^T 
BfrSfbU «fiF*t<b*-K n - 1 yKEflrrsJ: 5 

mzntzmmt*-?) 1 t>±oBiao«f^b*-sffl^ 

[0 0 3 5] ««DlcE*Sn*«Tffi©«B 
(Ver. 1) ©Bfrf^b*— Kntt. &©PfJi (Ve 
r. 2) OH^ftt-Kn- 1 *»€>H*F£ffl»r>T«J|[ 
£nfcfc©T&£. OSO. SttFSffl^i^iCJ: 
t). B£^b*-Kn- l^SBff^b*— KnSSftCiSE 



t . 



• • • (2) 

mMt&mtmsmmM (Exor) ^set. 

[0 0 2 6] Sfc. (3) 
[0 0 2 7] 



pteMtgc) 

• • • (3) 

T. TJlfllHSc (F) SflJlrVT, £3 (4) (C* 

T«t'5fw> IH&Bf^b*- K2, K3, • • ■Kn- 
1, KnWSn, J/»mit (Ver. nMVer. 

i) 3nfc«re{b*-*««*j«a*is. 

[0 0 3 1] 

, 3, • • • , n) • • • (4) 

Ifc^fb*— KiH&JBHT. rtr^b*— Kn^c«^:oTlljra■ 
^b^nfc^lMR*t*^t^b-r*;I^:a*■■e**. kt. h« 

*©B£^f{b*- **jrr s ct^Tti). 
[0 0 3 6] fi^-r. 3.— y*tt. (SM^nti^^ii 

©WH^b*-*fiyS LT*5 < « «*T©flf ^b+- 
<Cj:oTBt^b$tlfe1f $gff t-tTfc£< . ^fJ©B£^b* 
- {C <fc -a TBf *Mb £ nfclf^ <b (K^bf * Z £ an? * 
%. T^T©Bg^b*-te, -77[6]tt^|6:F^ffl 

«f^{b*-»c J: oT««<bsnfcfls«*fl[^b-r-s c t 
^ntccko, Bt^ft;*— oflFffl*«a»c-rs 

[0037] H2tt, T^w&ft&t&mz&KT. 

(«Atf. DVD) «<Z>BB(Mitti::. «B. ^J*. 7*- 
7 7 h7i7&i'ffl«i (¥^x-^ : P 1 a i n 
text) SBt#^bUTE»-r*fc*0*IW*KWr 
5fc*ffl70-ft-hT*5. «SJK. Xf 7 7"S1 

fcisi^T, mi (c^LfcPgH{b$nfcBt^b+-©3 

jga&itt« (Kn) ©iWb*-£jiURu 

iR^n^BS^b^-^r^-i/^- (wo r k key) 

%ntzmfe(DW&^^^<Dm&^ is v V (mag i 
c number) <hL,< fCVyy^S^^f^T* 




S lTaWLfc7-^*-£ffi^TBg^bT-5. 

x. mmtiz =t -z> Tt# ^ nfcBS^b £ ftfc v y v #^ 

(encrypted magic number) 
03(r^T«t-5JC. {&J*.tf. D V D 1 <Dmfe<D^ffi 

[0 0 3 8] friz. Xt-^S 3fc*l/>T. ILftUf 
ffl, OifcO. ^x-^^-^-^ffi^TBf^b 
U WHtfbSftfcfflBR (cipher text) 
VD 1 cDRffSoJB0f(CfB^T-2). 

[0 0 3 9] 'A\Z, ±5SLfc«f#<k^iiJc»«r*«f# 

ftfcBfWb*— *"7— £bT. R*^blU8§5 1, 

+-*ffl^T«f^tr*. tit, utrafbaftfcv^y 

tB®gB5 4tei#fcji&£ft£>„ 
[0 0 4 0] Sfc. mF^ftiBS 5 1 tt. «fS£ftfc¥:SC 
x-^*7-^*-S;ffl^T«f#{bU. BS^b^nfc* 

«t^sft;fc«*Raw^ a ftfcvs? 
in 3 fd^-r «t ? c DVDKDmfeommziz 
m-$~z>o tits. ^ota@^«5 4^-77.^— x-rx^ 

^WWJgfifcSft. -?-(EM£, -^-CDX^W^fiSoT. * 
ftCD5^ Xi^£ig$ft-5o 

[0 0 4 1] 0 5(1 ±J6bfc«fc5fCbTf^J«SnfcD 
VDlSSttSr^Xf^-'t- (DVD^-t 

-) ic*5^t, DVDifcaBftsnfcBS^bsnfc** 

I C?>v^l llctt, Vy^^f^ (mag i c 
number) . ffemtZtlfz^iSv ?%r^ (enc 
rypted magic n umb e r ) iJtfccKBf-^f 
fb£ft£ti9$R (cipher text) *«A*sn5 
ck 5 fcfc£ftT^S. »lfft^nf7y 7 :/#^<b LT 

DVD 1 fr>E>m±2tlfzt><Dfim!@i2ft. 
t^tLTd DVD:/U— ■Vg#a*l2*i£ik* ; E'J& 

[0 0 4 2] ^tiJ12ll m 1 \Zm\s1zV&mt*— K 
0, fip-6, ^X^-*-£^T3=fc-3f;:&£ftT^ 

HS^{b*-> BP'S?—**— (work key) 
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fcTv-y^S-^iJctcK^^riJ 1 2^<=>M<£-ffi£ftitvx 
^-^-trS-D'^T. "7 — SffrfcU tCDMS 

T^S. fl/T. «^b0SSl4tt, XASnfclWft 
Sftfcltffi (Cipher Text) £"7— i7^— £ 
ffl^-Ofi^bU ¥Xf-^ (Plain text) 
<h L T tB * f * ct -5 K $ ftT ^ £ . 
[0 0 4 3] ^(C, EI6lC^Lfc7n-^-v— KS:#Bg 

lt. i c^yzfi i rttcfettsDVD nzmmzntz 
mmt 2 ntzmm zmmt-rz \zi ^xmwr % . 

WiWlZ. Xf7 7'Sl lttHT. DVD lcDf?r5E©« 

m \zfsm a titz^mt a ft^-? v y pamm&tn a ft 

-So X-rv^S 1 2 Kit*, Xt'^S 1 ltC*5 

^TI8*a] 3 ft&W^fcS'ftfcVS>y DVD 

zt v— y e ##*-r -5 la* l & i u a ft 

*£i$T S <fc -5 1' L T "7 - 47 ^— S o 
[0 0 4 4] 0 7tt, m6<D7>T<yZfS 1 2 (CfeCt-SM 

(C, 2 Hr*5t^T> IC?77'1 KD^^'J 

i 2 i^x^t- a*i*a.ffi£ft. 

(k) (h^ft^o LT, CLOiBW*- (k) 

fbisssi 4c««an5. ^cr. (k) 
3HffiaKaftTv»*ie^fl:*-sr*-rt><ot-ra. 

[0 0 4 5] X^-y^S 2 2 Kit*, fl^blilSS 

14H, ^f&$ftfc» mmk-ZtLT^&^-Jvf^ 
(MNe) *a«+- (k) SffiHtftfftti. 

t. «f^b$ftTt»*v5?y^s^sa*;*- (k) t 
atftfb l i v 5; y t j&t-s-r -5 a» * w 

ffl^bb^mtBt^b$ftTl^c£VW^-y^ 
#^t^-gcL^^tfiJ^$ftfc*^ 
«. Bf^bffliJfC*3^T, «f#jbSft&T5?y^#^*Bff 
^fbUfcKf^b*— 7fttttt»t*lJSaft*. .fcot. X 
f77"S 2 3(Cit^, ^ (5) (C^-ri^tC, MR* 
- (k) ^6-7jfiaiH«C (F) ^IHT, VXWIft^roBif 

^b*-*«»L, *fts«ffc»ca«*- (k) t-r 

So 

[0 0 4 6] k = F (k) • • • (5) 

[0 0 4 7] ^LT, Stf. XT7 7'S2 2l:I0, ± 

[0 0 4 8] — 7j, Xf'^S 2 2 (CiJ^T, Bf^b^ 

ftT^^-7v-y^#^^a^- (k) -ctt^fbbfce 

^t. «F^{baftTt»<i:^-75?y^#^**-Srr*t*iJ 

«aftfc»-&. a^+- (k) it. mmtmiz&^x, 

«f^baft&^^«y^#^*«f#fl;Lfcl«^{b^r-T* 
S<i:*iJ^$ft-g>. ckoT. Xf7 7"S 2 4 JCil^-, ^ 
jb[Hl!f§14tt. Z\<DM1R*— (k) ^r^-^^-tL. 
fMl/yX^l 3Jztt*&L. U^X* 1 3lcSetg$1± 
S 0 LT> C com 7©7n— 3=-*— h©»a*«lt7S 




[0 0 4 9] ^©tg. 06O7D-ft-hOXf7^ 

s i 3 tit*. m.muav6i 4 a. xf-^s 1 2 as 

7©Xr^7'S 2 1 7iM2 4) tC*3^T**e.nfc r 7 — 

^^-^i/yx^nA^t^tKL, Aaanfci**fb 

SnxiASffifg (Cipher Text) Sr. 7—^ 
*-£ffi^Tffi^bU ¥Xr-^ (Plain Te 

x t) tvrmti-t^o 

[0 0 5 0] ZL(D£.o\Z, IC?7^1 111 vx^ — 

[0 0 5 1] ±iBLifc«fc'5fcifl3*, Z2>\Za.—*<DV 
7 h^xTlCj^TfT^*^ H6©Xf77'S 1 2© 
MSkt. El 8 ICS; LfcJ: 5 1& -5. EP%. i8tl 121 5 

- ^ *5 . Bt^ft s nfcflt *a«8ra{b sns^i?: 

[0 0 5 2] WXtt, 0 9^#BgLT^-T?.J:3K. 
DVD HEUJSiJ £ nxlE^ £ nfcBfl£©BJB©WHf{b*— 

(K i ) (Z\Z\T\ i«n, n-1, • • •, 1 ©l^f 
tl*) SOL— »f^*-#-K2r:frLT=i>tfi— ^(CA 

fc«#r©B£^b*-£g<fiU ^HaSBfJfc©**'; (09 
RAM) i:lBttT-SJ:-5lc^$nTt^o 
[0 0 5 3] ftfilfc, Xf77 , S 3 1 K&^T. A7j£ 
n7cRlf^©|!g)l©B&^b+- (Ki) A^^U^^M* 

mzti, a#+- (k) <h^n^„ i^t. 

[0 0 5 4] JfcK. Xf^y^S 3 2 Kit*. Wf^fbSft 
Tlr»SVS?y^#^**aK*- (k) £ffl^T«Wb£ 
^LT. l)f^b$tlT^-5-7v ! -y^S^^il^^ 
- (k) T?tt^bLfclS*<l:VS?y^#^t3i«-S(rr* 

W*- (k) tt, B&^bWc&^T. Tv-y^S^^Bf 

^bbfcBg^b^- -m&ntwssn*. =t^T. x 

T77*S 3 3ICit<*. ±sBS (5) K^bfc^pfC. iB 
(k) ^IrIH* (F) fcffiHT, #©1!t^ 

©«Htfb*— £»JfU -tn*«rfctca*?*— (k) £: 
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[0 0 5 5] *bT. St*. Xr77"S3 2CIi9. ± 
[0 0 5 6] —73. Xf7 7 F S 3 2 KiJt^T. Bf-^-fb^ 

n-cn*-?^ (k) -eawbufcis 

itvy 7 7#^i *«-ar s <t Msg s nfc»^. i§#: 

*~ (k) «, Bf#fl:ffl»C*liT, -7-^y^##*Bff# 
{bLfclUF^fl;*— T**t*iJ3£Sn-6. ct-^T. X^-y 
7"S3 4[::it*. (k) ^r^-i'^-.i: 

U £©9— jW^jeo^'J 1/->*X^) 
ICf21t^n-5„ -£-bT, ^C08O7D- ^-f — h©Sa 

[0 0 5 7] ■€-©!£«, i6©7a-ft-hOXf7 
7"S 1 3 Kit*. X^y^S 1 2 (EI8©X^-yyS 3 
175SS3 4) K&U-Ofc^n;*: 1 ?— 

x. ns^{b*n*:«a*«^bb. ¥5:^-^ (p 1 a 

in Text) <h LT^-T^. 

[0058] ^oj:5k, mmtzti-z^&mmvm.^- 

SE*$n^tt«©iig)i©Bf^b+-{c»o'^T, '> 
fc< £t>^©B#^{b*- (Ki) , *fctt-t-©«HHb* 

— ©BJIi 0 fcflS^PgBWBt^-fb^- (K i - 1 

i) cfc-aTBt^bsnT^^flifattt^b-rsctj&j 

[0 0 5 9] Z\<D£o\Z, #SB"W©2Slfi©JfHBfc*HT 
«. flk*r©WF#*b*- <v***-©»£*>WD#-5 
U ffift©BJB©i*^b*-©»&t>W0»5) icitJ 

^x. -tnetflijoiit^b+-c«toTBf^b*nfc*a 

Sfefa^bT* iimsOT. «Sr©Wre*b*— £ 

tt^fBttL,T*5(t«J;<. fi£*©J;5ic. Bt^b*-*« 

*«*n. «f^b*-**SEHsn*«ic -^nwrnr©^ 
mt*-iztiQx.T®fzt£sgmk*-&mfeL. tits 

T€T*. 

[0 0 6 0] Sfc. H5©S6*0}gffit*V»Tf4. 
{b^- ^-y^l 1©^^'J 1 2ICI2 

*®5 t y^l*ITBfi£©BJB©i«^b*-Si(« 

l. Bf^{bsnfc*«sttt^b-r*«t5icLfcoT?. r» 
^b+-^w»cjBn*c:a:SttJft!irsct3W-e€f. is 

Tfff 5«k5»C Lfc©T. «)«SfOBfrfb-r*c:i:*«T* 

[0 0 6 1] ^K. 0 9 71SH 1 1 SrfWH LT, Bg^b 

[0 0 6 2] El 9 Bg^-fb^— SDVDO>t-X1>D 
V D gffctcTOJ LTBe^-r-S^J^ LTl>§. 
[0 0 6 3] 0y;Ltf. Bff5£©HIJHOl«^b*— A»C»lS 
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94 b^B#igEfi*£n*:DVD2 2 2 

2 &fo<Di&Mmz WJT£. ^©i^tUT, Bf^b* 
-Ai^DVD2 1i:i:t>i;, £fc. Bg-5§"fb+— B £ D V 
D2 2itfcH, a-lfKBEflTT^Ci^n 5 ^. 

[0064] &2>w*. ic-h—vmommmvtfz.'mn 

fb*-A£3|-tx-^£fE@LTDVD2 ltifetC, 

-^£!eg*l>TDVD2 2<h,i: : b{CiH*T^J:-5{'T€> 

[0 0 6 5] =l— iftt, DVD2 1^Bif5i^ D 
VD2 1 A£, n>lfi— 37 2 

>tfi-^2 3«. 08 W7P — h£r#8SLT, 
±M!LfcJ:5(^ #Jx(i\ B15tr^Lfc I C^->^1 1 

ffi7£.<Z>7 7* U y-: > 3 > y o if 7 A »C «fc o TflfrTS «fc 

[0 0 6 6] ^ClC, DVD2 l5:EISt&DVDl*5( 
O^StC-fe-y hT3<h. a >tf;x— 3? 2 3 DVD1 
*5t08«*4M/T, DVD2 l**SlifHMt£ft;fcttN8 

DVD 2 l^e>^*aiL^:Pt^-{b$nT^^)«fg^«^ 
-ftrr-So DVD2 2CO^TfeDVD2 lOi^tl^I 

[0 0 6 7] fcl, ^©^J«. DVDCD^-fhJP^tC 
gfc-5Bg^{b*— £BBflJT-2>*a\ #J;U2\ DVD©^ 

[0 0 6 8] HI/AfCtt/fcT-SBf^b*- 

*<B±©l&Jf <Z)l#^b*— A2KM!&T$n. ^-f hJUA 
©«SI8A*l«^b+— A 2 IC «t 1 xttmt t£ tix ^ * 
Tt>. S«T^n?)tfI©Bf^{t;+-Att, 0 8S:#!1LT 

OrtF^ft*— Bf-5f{b*-A2) 7t*tt£ffl^ 

[0069] 01 cm. mmt*- s«#fb-r*fc«&© 

flrT50iJ€:*LTH-5. 
[0 0 7 0] fiPti, Wre{fctt«*«^bf*«<*fl££« 

3 3fC&tfe>nT0>S&^b©fc«>©7:7 h7i7fflt 



©«#{bS« 3 3 £ 3 > tf i-:? 2 3 tegarr -5. d*T. 
CiO. D>fcf^-^2 3tt. DVD 3 1 , 3 2(3|B® 

[0 0 7 1] CKDWi, DVDO^-f hMCft&f . |H| 
— ©Bg^{b^- £ffiflT f * dig L T H -5 . 
[0 0 7 2] Sfc, £<D#J©*&. a^bTa.— ^2 3£ 

3.-* 2 3fcEflrT*J;5K:T*£<!:t>irrfc-e**. =1 
>tfaL-^2 3(4. TO@»Sfctt*7h7-i'^l 

TEflfsnfc*K<oBff^-fb*-s. «^b»«3 3©a 

[0 0 7 3] -tl/T, a>ta-^2 3lt £©Rg^{b 

*—&m^T. m6£>£zfm8$:mmLT±.mi<tzj:o 
nit, dvd 3i, 32 taa»*nfc««*tt^bf 

[0 0 7 4] WSIHilSlSfctt*? hv-^tf-L 

T«Hffb*-K«fcoT«H^bUfcfl?*&e2iU 3>tf 
^ 2 3 tzffi{ftTS«fc 5 icD« 
3>ea-^2 3H, jfeK:*8SI§l*£;fctt*y b<7 

tt^b-r*. 

[0 0 7 5] 0l£#flgLT±j£LifcJ:3 
fC. PgJKbLfc*?jDWBg^b^r- (K0) fr«=>. -75I&1 
(F) *fflt»T^TOBB©i«#ft:+-*»j«-rs 
31 <h#*T#. £©Rtf^{b*-K0£VX;$7-*-£T3 

-K0 4, ^0»«©A— K£x7© + KJI*i&A/T? 
*3< CliitC.fcD. dCOBg-^Yb^— K0 7&^^T©PgJlCD 
l*^b*-£ffr&T5££#T"#. ifCDUi^f-fb*- (K 
ITiSKn) TBf^^bSnfcttfWTfea^b-rs^i:** 

#?MT5;i<httSHT££©T\ C<73«fc5Jc:UTBf#<b 

[0 0 7 6] 01 ltt. Z\(D£o\zMffi\simz\%mk* 
-Srlla6jA^gaflTT-5^J^LT^-5. |S|EIfC43^ 

4 1i;tt, #J3Ji\ 0 5 (I^L^ I CJ-y ~f 1 lSriiffl 

JS4 lA»«jl#AK«l6Sn, ®Jig#AICj:oTDVD 

[0 0 7 7] -7j. DVD4 2ICtt, StiftlslK 4 1 ftt£ 
*T*Bfl£OBBOIl*^fb=1r— ^TBt^b $ nfc V 
v-y^S^-. *«fc^Cl©Bff^b*-«rffl^TliiF^bSn 

fcm«oi«^{b««3&«iE»sn*. 

[0 0 7 8] =L—*ft^ DVD42$DVD7°l/-t4 



(9) 
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tB$n> l2 6*3J:at|g7«7D— 5=-V— hS:#B8LT± 
i£Lfc«fc5»;:UT. «7 — * &n. DVD 4 2 

[0 0 7 9] £©£51::. 1 tcvx^*-£ 

KKSii-&«£, DVD7'l'-t4 3li DVD4 2IC 

ffi»Sftfc****£©BB©ie^*-fc«fcoTi*^ 

StlT^til/Tfe. DVD4 2tCfBgi£ft*:RlHt{b£ 
[0 0 8 0] X8N3&4 1 fcVX**— Ttt& 

<, #fln*£flH>T«#aft*i** 

*-=k 0{g^BJi©l«^b*-f;:<fcoTB# *Wb£ttfc* 
«7&<DVD4 2»'|E@SnTtiSt#, DVD^l/-t 

4 3ii dvd 4 2 icaa«snfc-to*«*tt^fl2-rs 

[0 0 8 1] CCOi^fC, 3fS®*«[sIS§{C3T^«Bt^ 

ts^mt, dvd©^ hMz^-fm—<Dmmt^r— 

[0 0 8 2] W±©=t-5(C, «f^<b+-*-^lRlM** 

fll^TBJifbU BJKfcLfcRf^b*-©?*., ft*© 

BBO«f^b*-S:fflV»T««*Hlf^b-r*itt>fc. 

ta«woHs^b*-s«j*-r*«tj"T?. jaaa©i*^b* 
-K«t-3Ti«^banfc«at)*^b-r*ct*»T* 

[0 0 8 3] #Jx.H 0 1 lfc*Lfc*ifi©»lBtt. 4* 

TSUi^T^*. EP - ^, DVD4 2l:V7h^x7t 
ttH«$©flH8dtffi£©BJB ©Rf^b*- Tie ^b 
SftTE«SftT^«>»&K:*^T. »fjUlHlSS4 1 

i^inst (f> *ffli»T«*©»Hoi«^b*-sf^B6r 
©«f^b*-K«tr3T«f^b$nfcW«sa^fl:-r*^ 

[0 0 8 4] ^n(cJ;0, :x— • tftt. «F*Wb*— jWWR 
SftS&dfLTje&rSft, DVD4 2 lc:gfrfc?SBra©Blf 

^<b+- 1 j: o THt^b t£ nfcttHR a«B« $ *fc t l t 

*k ^fflD»K*»rs;ii:fc<*ftfctt*fbLTW 

[0 0 8 5] g-fc. «eF^<b*-*ets-r*»B[iHiiS4 i 

LTI/^^DVDyi/— V— fc:i5l>Ttt, £©&&*§• 

fb^-tc «t o TBt^^bs ft fcttf**»sa» a ftfc d v d a 

2 £IEL < S£-T£ £ <ta*T*fc«r">©T. *ffl©fUffl* 



z. <Dtsm b*— ic«k -3 Tie^-fb s ttfc«« a*aa« a 

[0 0 8 6] SSI:. DVD«:£©Baaj»fls:S/ttt-t© 
^r-XtCBf^b^- ; £«-rT;U7 7"<-y hX^. fc^. 
A*— 3— h\ *Sti«3f!D>/7A^SrWJLfcO. IC 
* - K^^b*-IC#^T3x-*£f2l!££t!r£D, 
^FiEfl6ffl*«ffl»«cjRa[|Hl8SrtCflf#fl:*— (Mx.ll ^ 

Teai-rafc£LT. ««&T*sfc«f^ib*-*ffi*'r 

[0 0 8 7] ft*. ±BBHJfi©Jga8K43l»Ttt. £&J£ 

ft(hbTDVD^^4<t5(:lfc)J5, ^JffeZlftfcPE^ 
$tt£t>©Tte&<, CD-ROM. MD (S^-f X 

a y x ^ *©-t©fl&©ffi»flW*Sffi v»S «k 5 fcT 

[0 0 8 8] Sfc. *^HJ«, -f >9—*y hm<D*-y 

[0 0 8 9] ±EHJfi©Jg|8K:4JV»Tf4, 
•y * #^ * D V D 7° V— Y g *jW9f£© ^ * 'J « 
T-S^t^tCLfc^, ^J^.tf, DVD©Rff^©*S)f(CBB# 
-ttt£tt*ffiLTtt*fb0(&l 4KA*3-lt*J:'5 
lcT2>^<hfcBl^T-$>^o ^©*-&> H4fcj5?-r«t3 

{bSnT^*tS**V7 h^xT{C=fcoTa^bT^)ck 

y 7 K^xT^/B-trfK, ic 

^y^*a>bfi-^K:rt«ELT. \C^y7°\zU^m 
ffStrto-a:«)«t'5»cbTfe«tt». ^©»^. Bt^b^- 

*82«rr**aiisiK4 1 ^Lt^iro>ea-^ 
a. i«^<banfcffi**mu<«4fl:-rs^t*«T#ft: 
^©t. tffl$s©ifijffl &mw\zum?z> z. tj^T**. 

[0 0 9 0] nc*3. #»W©±1§*iftBibfc^l&fflfc:*$ 

fgHj©se«. HM©^§8fci5i^$ ns fe©T«^ «r ». 

[0 0 9 1] 

[fB"JH©8&*] ^±©r<h< < 1 tBflfiOBS^b 

8S*«4»cffii»©aB«*ft. I93RJ«1 5lcfi3«© 

BSF^<b«a. *s«t:tfw*«2 6 \z%m<D$&®mmz «th 

tf. flF#<b+-S-*I^H»*ffl<riTBJB<b-r4J:5»= 
Ufe©T, ftt^<blfflic*suT, fk«i©*^fl:+-&««f 

tSfc'WT. •S^Sg : ^b^-TB|F^b$n^W$S$: : foffi 

^bfs;:4:*<TS. ie^<b*-*«SRsnfc»&c*5 
*t4Biw<b+-©ittfwr3ffi*e»K , r-sc:t*«Biffit«: 
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-5 = 

[0092] sfc. m#i%6\zmM<DmmkJji£. 
tfis#jg i 8 \zmm<z>m.mtmw\z <tn«, -xfomifc 

-&^mmt*—T'm mttstiTzmMz^mmtTz e <t 

[01] *^BJ©Bt^t^ffi(Cjgffl^n«>Bt^b^-CD 

[0 2] Bg^bLfc1f^^lBSiUfcDVD?r#^-r?>^ 

[0 3] Bg^t £ tlfz-? v y i7 1 BS ft£1*?8 
^*IB^ £ ftfc D V D £^T0T& £ o 
[04] *^B^(ri3^-5Bf^t:^<Dti^J**-r> r D 

[0 5] 0 3<7)DVDt;|B®^nfcff$S^«^t;'r«>^ 

[0 6] 0 5CD?->^1 l©i!ifP^iaB^T?.fc«)Cr>7P 

[01] [0 2] 



[07] i6©xr7^s i 2 (Dm-M*mm-$-z>tz$>(D 

[0 8] @6(DXf7^S 1 2©#I^»SfcJ!)ffl 
[0 9] Bg^fc*-£DVDtCFW5iJLTiB^T£;&?££ 

mm-r & <* © mx $> „ 

[010] mmt*-zm.mk<Dtztt)(DV7 h^x/c 
[0in mmiEimzm ^rit^-^m^/vx-m^-t^ 
[012] ^itwm.^ik<DWM*7K-?<mx&2>o 

1 5=^7.^, 11 f77", 12 ^'J, 1 
3 1 4«^-ft;(El!S, 2 1, 2 2 DV 

D, 23 n>tfi— ^, 31, 3 2 DVD, 3 
3 «^{tffl£, 4 1 Mffi®&, 4 2 DVD, 
4 3 DYD^lz-f 



[03] 




i number 



F : one-way Function 



cm4] 



Plain Text 



Magic number 
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CHS] 



[H6] 



Magic number 



Magic number 



Cipher Text 



11 



(Master Key) 



-02 



(Work Key) 



13 



"T 

14 



(start) 



- Plain Text 



1 


1 


BS^ti* ft magic number'^ 7*< 7^*^K*WT 




f 


S12 

'work key* $$tt>$ 


> 


t 


# » * • work key ' * M L » T - * $ « *H k r $ 




f 



S11 



S13 



C END ) 



CH7] 



(start) 



k:- master key 



521 






k:= 


F(k) 


NO 


. 1 


\ 



' work key' — k 



(return) 



S24 



S23 



[BI8] 




■ , 1 — ., 

'work key' ~k 




f 



[19] 



23 U>f :z-* 




22 DVD 
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[Ell 0] 



23 3>fcfi-$* 




24 



[Ell 1] 



43DVD^U— V 




[Ell 2] 



a vim 



101 



T" 



102 



flWHfc 



(51) Int. CI. 6 

H 0 4 L 9/08 
9/06 



F I 

H 0 4 L 9/00 



6 0 1 A 
6 1 1 A 
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